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Lab 7.1.9b Introduction to Fluke Protocol Inspector
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Objective

This lab is a tutorial demonstrating how to use the Fluke Networks Protocol Inspector to analyze
network traffic and data frames. This lab will demonstrate key features of the tool that can be
incorporated into various troubleshooting efforts in the remaining labs.

Background / Preparation

The output in this lab is representative only. Output will vary depending on the number of devices
added, device MAC addresses, device hostnames, which LAN is joined, and so on.

This lab introducing Protocol Inspector will be useful in later troubleshooting labs as well as in the
field. While the Protocol Inspector (PI) software is a valuable part of the Academy program, it is also
representative of features available on other products in the market.

Options for conducting this lab.

1) Use Protocol Inspector or Protocol Expert in a small controlled LAN that is configured by the
instructor in a closed lab environment as shown in the figure above. The minimum
equipment should include a workstation, a switch, and a router.

2) Perform the steps in a larger environment such as the classroom or the school network to
see more variety. Before attempting to run Pl or PE on the school LAN, check with the
instructor and the network administrator.

At least one of the hosts must have the Protocol Inspector software installed. If the lab is done in
pairs, having the software installed on both machines means that each person can run the lab steps.
However, each host may display slightly different results.
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Step 1 Configure the lab or attach a workstation to the school LAN

Option 1. If the closed lab environment is selected, cable the equipment as shown above and load
the configuration files into the appropriate routers. These files might be preloaded. If not,
obtain them from the instructor. These files should support the IP addressing scheme as
shown in the figure above and the table below.

Configure the workstations according to the specifications as in the figure shown above and table

below.
Host #1 Host #2
IP Address: 192.168.1.20 IP Address: 192.168.2.10
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0
Default Gateway: 192.168.1.1 Default Gateway: 192.168.2.1

Option 2. If option 2, connect to school LAN, is selected, simply connect the workstation, with PI or
PE installed, directly to a classroom switch or to a data jack connected to the school LAN.

Step 2 Start Protocol Inspector EDV program

From the Start menu, launch the Fluke Protocol Inspector EDV program.

Note: The first time the program is System Settings |
run, a message will appear that asks,
“Do you have any Fluke analyzer
cards or Fluke taps in your local

Timers I Femate Communications
Local COM Part for Tap Device Scanning Ports | Protocol Color Coding

SVStem?,’ Fleaze check the ports that Protocol Inspector EDY zhould scan
for Pk 2 and GPI. Skip thiz dialog if there is no local hardware

If using the educational version, click module installed.

on No. If answering yes or if the .

following screen appears, just click ™ Module 07 [ 05250 ] ™ Moduls 09 [ 0x280)

on OK without selecting any ports. ™ Moduls 02 [ 0x240 ) ™ Module 10 [ 0x230)
™ Module 03[ 0x230 ] ™ Module 11 [ 0x240)
™ Module 04 [ 05220 ] ™ Module 12 [ 0x350
[ Module 05 [ 0x210 ) [ Module 13 [ 02370
[ Moduls 0 [ 0200 ) [ Module 14 [ 02380
™ Module 07 [ 0x200 ] ™ Module 15[ 0x2B0 )
™ Module 08 [ 0x2E0 ) ™ Module 16 [ %260

0k I Cancel Help

There are four main Protocol Inspector views, which include the following:
e Summary View

e Detail View

o Capture View of Capture Buffers

e Capture View of Capture Files

The program opens in the Summary View. This view shows several windows used by the tool. The
Resource Browser window in the upper left corner shows the only monitoring device that is
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available, which is the NDIS 802.3 Module (NIC) of the host. If there were Protocol Media Monitors,
they would be displayed with the associated host devices. The Alarm Browser on the left side and
Message Area at the bottom will be covered later.

The Monitor View, which is in the main window on the upper right, monitors one resource per
window in a variety of viewing options. The example below and probably the startup screen show no
information in the Monitor View window. The Stop in the upper-left corner of the Monitor View
window confirms that no monitoring is occurring.

P.]Fluke Protocol Inspector EDY - f/Local /MDIS 802.3 Module {1} {Capture & Monitor Mode}

File Configurakion  ‘iew Module Remoke Host Tools  Window  Help

ERE S 2| [EEE B ®

[El-[C1 Resource Browser
=g 1 e

----- W MOIS 8023 Module (1)

AN
NIC

Resource Browser

=T Alarm Browser -
El-{°1 Expert Alarms

iﬁ Create Mew Alarm L
1 App Response Time Alarms

i 5-----ﬁf Create Mew Alarm

-] Metwark Laver Alarms x

Local /NDIS 802.3 Module (1)

Bl muntcar [1lou MBPS | wwiuuiog

Monitor View

06 44:08

06:44:06

Dlarm Loy Dezcription

064407

06:44:07

[ACCESS_SUPER_LISER v

Message Area

Lt 1 "

|

i

Step 3 Start the Monitor / Capture process

To start the monitoring/capturing process, use the Start |Z| button or Module | Start from the menu
system. The Utilization chart should start showing activity like the graphic below:
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The word Arm should appear where Stop had been before. If opening the Module menu, notice that
Stop is now an option while Start is muted. Do not stop the process yet. Restart it again if it is
stopped.

The tabs at the bottom of the window show the resulting data in a variety of forms. Click on each and
note the result. Transmit (Tx), Alarms, and Alarm Log will be blank. The following is the Received
(Rx) frames, which indicates that Broadcast and Multicast frames are being received, but they may
not show any Unicasts.

ocal/NDIS 802.3 Module {1)

BEMl caP+MON 100 MBPS | 00:08:27

MAC Counters | Yalue Errors | Walue |
Frames Capkured 463 CRC Alignment 0
IUndersize {1
Frames Received 463 Cwersize A
Broadcast 100 Fraogments {1
Multicast 363 labhers {1
nicast 0 Collision Indication M4
Frames/Second 2 Packet Dropped ]
Bytes Received 21,400 Errars ]
Ikilizakion 0

A0 Monitor 4 Rsx A T by Blarms A Blara Log & Descripgion §

Using the console connection to the router, ping the monitoring host (192.168.1.20 or 192.168.2.10),
and notice that Unicast frames appear. Unfortunately, the errors shown in the third column will not
appear in the lab exercise unless a traffic generator like the Fluke Networks OptiView product has
been added.
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The Description tab 7= //Local/NDIS 802.3 Module (1)

reveals the MAC address,

manufacturer, and model MAC Addiess:  [D0AOCCZIFE4D

of the NIC. It also shows _

which Error Counters are Module Type:  [NDIS 802.3
Buffer Size: 512 KB

on.
Take a few minutes to wenes:ane: [ ITEDH

become familiar with the Ciezcription: Linkzys LMET00T:
tabs and the scroll Fazt Ethernet Adapter
features of the window.

—Mate

Diriver Yersion © | L

Error Counters Supported:

CRC_Alignment, Bx_Packet_Drop, Tx_Collzion,
Tx_Late_Callizion, T#_Erceszive Collizion, Twx_Defer - I

A [ % Monitor A Foc f Ta f Rlamms A Alann Log A Description f

Step 4 View Details

To go to the Detail View window click on the Detail View button in the toolbar or double click
anywhere on the Monitor View chart. This will open a second window that should look something like
the following, after maximizing the Utilization / Errors Strip Chart (RX) window.

[ Fluke Protocol Inspector EDY - Detail Yiew - [ //Local/NDIS 802.3 Module {13 ] - [ut... B[]

im File Configuration  View Module  Monitor Views Capture Views Tools  Window  Help _|E|£|

= = R N e 6 = A o e - A e
sl ==l B }-{IEI%I 721 = st =l < | K%
ARM |CAF‘+MGM 100 MBPS | 00:42:52

M

ar

|Htilizadtis

oo
0015845 00:19:00 001915

00: 1845 00:19:a0 o19:15

Ready | [rm Time: Sat Jun 23 23:36 00:42:51|Capture Filker: 2

Note: If necessary, activate all toolbars on the View menu.
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Initially, the chart output is the same as before. However, there are many more toolbar and menu
options than in the Summary View. Before looking at these features, confirm that the Chart and
Table tabs show the same information that was seen earlier.

Like all Windows compliant programs, placing the mouse over a button brings up a screen tip briefly
identifying the purpose of the button. As the mouse moves over the buttons, notice that some are
muted. This means that the feature is not appropriate under the current circumstances. In some
cases, it is not supported in the educational version.

Note: There is a complete display of the toolbars and what they do in the Appendix at the end of
this lab.

Click on the Mac Statistics button to see the Rx frame table data displayed in another format.
The result should be obvious. Maximize the resulting window. The one piece of new information is
the Speed, which shows the NIC transmission rate.

Click on the Frame Size Distribution button to see a distribution of the size frames being
received by the NIC. Placing the mouse over any bar will display a small summary like the one
shown below. Maximize the resulting window.

—
=
IE‘" % Average Frame Size: 75
F'ie-l
100 7
] |
a0t [ =r4
A &4
............................................ I:l 55_1 2?-
B0 T | R
............................. L1 256511
40+ B 5121023
1 10241518
] =1s13
2071
. Y S
Frame size Distribution (hytes)
r
A [* [\ Table ) Chart / KR | »

Try the Pie, Bar, and Pause Il buttons in the upper-left corner. Note that the Pause stops the

capture, so click on it again to resume the capture. Look at both the Table and Chart tab displays as
well.

With the sample configurations, the student should be getting mainly small frames, because the only
thing happening is routing updates. Try using the extended Ping feature from the router Console
connection, and specify 100 pings with a larger packet size.

If maximizing each new display, return to any previous view by using the Window menu. The student
can also Tile the windows. Experiment with the Window menu features and then close any unwanted
views.

Click on the Protocol Distribution b button to see a distribution of the protocols being received

by the NIC. Placing the mouse over any bar will display a small summary panel. Maximize the
resulting window.
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All Applications (Frames, Relative %jE j

Percentage B aRP(151%)
O metBICSMBEL (11.33%)
1001 [ 1 DOP(10.49%)
] IEEE 80210 (52.33%)
B L L L EE AL ILERLER |:| COP (1.743)
B icwP (45950
Frm 0 osPF (10.49%)
B 60T C1 RIP(7A1%)
Fiel (1 IPXRIP (0.20%)
Ets L] MoP 0173
40+
Ear 2079
Fie
|:|.
11
-
<[+ [\ Taki= X Chart / |l | |

Try each of the buttons and tabs to see the results. The Net button shows only network protocols.
The 323 button refers to the H323 Voiceover IP protocols. Depending on the version of Protocol
Expert or Inspector that is being used, this button may be called VolP. Look at the Frm (frame) and
the Abs Bts (absolute bytes) and Rel Bts (relative bytes) to see the results. Remember that the
Pause button stops the capture.

Click on the Host Table g button to see the MAC stations and related traffic.

=

Fel % Frm In
B0

I == [ ] Spanning_Tree
S0 B oSFF_mutticast

I L] atak_Brosdcast
401 B OoEDMEREDASE

T [ ofo0sE000009
agd 1 B - BROADCLAST

1 ] Liteon 23FE40
2':' 1- T | D |:|1 DDDCCCCCCC

1 [ ] DEC_MOP_O
O L —a B 0010547E2CDS

o == .
Top 10 Mac Stations

—
[ 7]\ Table ) Chart / KR | ¥

Notice the Spanning Tree, AppleTalk, and OSPF traffic. Be sure to look at the Table tab to see the
actual values.

[

Click on the Network Layer Host Table button to see the network (IP/IPX) stations and
related traffic.
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Rel % Frm In
1247
1 (1 ©OSPFIGP_Router
104 B RP2_Router
T 1 17169287
Gt B 192163210
] 1921652255
5 B 171655235228
] [] BROADCAST
e ] 00000030 FFFFFFFFFFFF
1 (1 192.168.2.1
L1 B 15216831
0

Top 10 Metwiark Stations

-
4 [ ¥ [\ Table ) chart / |ERI 3

Any pings and any additional hosts that might have added to the configuration will impact the actual
addresses that appear on the right.

oo
Click on the Application Layer Host Table =1 button to see the network station traffic by
application.
I =
Rel % Frm In [
?..’"
&1 ] RIP2_Router (RIF)
] B 171.59.2.87 (NB-MAME)
sl [ ] 192168.2.255 (NB-MNAKE)
1 B 171 55235228 (NB-MAME)
41 ] 192.168.2.255 (NE-DATAGRAN)
1 B EBERCADCAST (RIF)
3t L] 19216814 (RIF
T (] 192168.24 (RIF)
21 [ ] 192168210 (NE-DATAGRAM)
T B 192168210 (NB-NAME)
1 +
0
Top 10 Applications

-
4 [ ¥ [\ Table ) chart / KR 3

+ 7 |0
Experiment with the next three 4|55 buttons. They create host-to-host matrices for MAC,
Network, and Application layer conversations. The following is an example of the Network Layer
(IP/IPX) conversations.
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Rel % Frm 1=-=2
10

[] OSFFIGR_Router--192 168.2 1
& B 192168.210--171 69.2 87
L] 182168.21--192 163.2.10
B FP2_Router--192 168 3.1
B [l RIPZ_Router--192168 2.1
B 192163.210--192.168 2.255
4 [ 192163210--171.63.235.228
[ ] ©OSPFIGP_Router--192.168.1.1
[ ] 1921681 1--BROADCAST
2 B 00000030001 07B3ARFEO--00000030 FFFFFFFFFFFF
0
Top 10 Metwark Conversations
-
4 [+ [\ Table ) Chart / |« | »
B =
Of the next two |Z=L2=] buttons, the first is the VLAN button that shows network traffic on VLANSs.

This sample does not use VLANs. Remember this button when troubleshooting VLANS later.

The second button creates a matrix comparing MAC and Network station addresses to names. In the
following example the second row is a Novell station.

hAC Station Mame MAC Station Address | Mebwork Station Mame Metwark Station Address
00107B343F60 00107B343F60 19216511 189216511
00107B343F60 00107B343F60 Qa0o0030.001 07B3A3FE0 0a0o0030.001 07 B3A35FE0
Liteon 23FE40 00ACC23FESD 192.165.2.10 1892165210
OOEDTEBSDASZ OOEDTEBSDASZ 192.165.21 1892.165.2.1
OOEDTEBSDASZ OOEDTEBSDASZ 192.165.3.1 1892.165.3.1
MAk
The Name Table == button opens the current name table for viewing or editing.

—MameT able Entriez

Protocol ETTE Address ﬂ
hAC HFP _Probe 0A0009000001
hAC OSPF_Multicast 01 005EQODO0S
IF IP_Station 205.132.32.2
IF BROADCAST 255 255 255 255
IF IP_hidulticast 224000
IF DWMRP_Router 224004 J
I OSPFIGP_Router 224005
IF OSFFIGP _Router_D 224005
The Expert View ﬂ button shows the expert symptoms discovered. These statistics are how the

Pls try to point out potential problems. The underlined options bring up additional detail windows if
there are any values recorded. The sample for this lab will not show much, but it will look over the
options for debugging ISL, HSRP, and other types of problems that will be seen in later labs.
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Expert Categary Walue Expert Categary Walue
IChP Al Errors 365 Duplicate Metwork Address o
ICMP Destination Unreachahkle 365 Unztable M=ST o
ICMP Redirects o SAP Broadcast o
Excezsive Bootp o O=PF Broadcast 923
Excessive ARP o RIP Broadcast 25
MFZ Retransmizsions o I1=L llegal YLAM ID o
TCRAP SY M Attack 0 ISL BPDUACDR Packets 0
TCPAP RST Packets o IP Titne: to Live Expiring o
TCPAP Retransmissions o IP Checksum Errars o
TCPAP Zera Wincaw o llegal Metwork Source Address (0
TCRAP Long Acks o llegal MAC Source Address o
TCPAP Frozen Window o Total MAC Stations 11
Metwork Overload o BroadcastMutticast Storm o
Mon Responsive Stations o Phryzical Errars o
HSRF Errors o
TCP Checksum Errors o

Step 5 Stop the capture process

To stop the frame capture to look at individual frames use the Stop |E| button or Module | Stop from
the menu.

Once the capture has been stopped, click on the Capture View button. With the education
version, a message box appears announcing that the capture is limited to 250 packets. Just click
OK.

The resulting window can be a little overwhelming at first. Maximize the window to hide any other
windows open in the background.

=10 B E N > N @O L EESEEEScm@ 7 |
| ID | Status |E1apsed [sec] Size | Destination | Source | SLmary
-
000001 Z2.632,36L1.080 &4 ACalk_EBroadcast OO0EC1EESDASE RTMF Facket Type RTMF Response or Data Facket
00000z 2.983,201.480 82 OSPF_MUlTicast  ODODEDIEBEDASZ OSPF Hello RID=1%2.168.91.1
000003 3.052,450.520 46 BROADCAST Liteon 23FE40 ARP O PA=192.168.2.1
ooooo04 3.052.524, 600 4& BROADCAST Liteon 2IFE40 ARP 0 PA=102.168.2.1
ooooos 3.054,522,000 &4 Liteon z3FE40 ODEQLEESDASZ ARP R HA=O0EOLEBEDASZ
00000 3.054,536.240 S9& ODEQLEBSDASZ Liteon Z3FE40 OMS  C ID=2335&5 OP=Query ON=BLA.COM
000007 3,054, 586,240 5S¢ OOEQLEBSDASZ Lifteon Z3FE40 ONS C I0=2335E650 OP=(uer N=EL . COM
-
1 3
petail view -- Frame ID 0, arriwved ar 06724 02:36:57.156373, Frame status: (Good Framel =

pata Link Control [DLC)
Destination 0] 0000 No vendor Name. - 000000 S
Source Q010547E2COD3 [Wo wendor Wame. - FEZCD3] [0010547FEZCO3]

Length 38 hytes
IEEE 802.2 - Logical Link Control (IEEE 802.2)
OSAP 042 (IEEE S02.10)
SSAP 042 (IEEE #02.10)
Control Byte 1 0x03
...... 11 unnumbered
ooo. 0o.. UI Command
P Mot Foll
IEEE 802.1D - Bridge Management Protocol [(IEEE 802.1D)
Frotocol IO Ox0000 (Eridge FOUY 1
Bridge Protocol Data umit (BPDU)
version o
Type Oxo0 Zonfiguration)
Flags 0x00
Ooen wunn Not Topology Change Acknowl edgment
....... 1] Not Topology Change
L000 000, Not Used (MEZ]
Root ID - Settable Priority 32768
Root ID - MAC Address 0010547E2CCO [No Wendor Name. - FE2CCO] [0010547E2CC0] j
ASCIT -
oooo: FEEEEMCC 10 54 FE 2< D2 00 2& 42 42
00103 02 00 00 00 00 00 %0 00 00 10 54 FE  2C <O 00 00
00zo: 00 00 G0 00 00 10 54 FE 2C <O 80 13 00 00 14 00
0030; 0z 00 OF 00 00 00 00 00 00 00 00 00 28 FO 12 5C
E
Ready [Armn Time: Sun Jun 24 02:36:56 2001 |o0:03:23 |Capture Filter: More v

In looking over the results, note that there are actually three horizontal windows open. The top
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window lists the captured packets. The middle window shows the detail of the selected packet in the
top window, and the bottom window shows the HEX values for the packet.

By positioning the mouse over the borders among the three windows, a line mover or two-headed
arrow will appear. This allows the distribution of space for each window to be changed. It may be
advantageous to make the middle window as large as possible and leave five to six rows in each of
the other two, as shown above.

Look over the packets listed in the top window. DNS, ARP, RTMP, and other types of packets should
be found. If using a switch, there should be CDP and Spanning Tree packets. Notice that as rows
are selected in the top window, the contents of the other two windows change.

Select information in the middle window, and notice that the HEX display in the bottom window
changes to show where that specific information is stored. In the following example, selecting the
Source Address (IP) shows HEX values from the packet.

Checksum OxAF7T Correct
Source Address
Destination Address 171.69.2.587

[E& bwtes of data)

Hex
o000 : 00 E0 1E BE DA 82 00 A0 <C 23 FE 40 0OF 00 45 00 JA. 0L Tapa. L E.
ooio: o0 4E 22 09 oo o0 80 11 AF 77 SEEE FEERTMcE 4o MU 5 +<E
aozo: 0z BF 00 8% 00 % 00 24 99 97 83 21 01 00 00 01 | .W.....f...lo...

Note also the color coding makes it easier to locate information from the middle window in the HEX
window. In the following example with a DNS packet, the data in the Data Link Control (DLC) section
of middle window is purple, while the Internet Protocol (IP) section is green. The corresponding HEX
values are the same colors.

oogaos J.054.522.000 c4 Liteon 23FE40 OOEQLEEBSDASZ ARF R HA=OC
Oo0oa0& 3. 4.536. 240 S& OO0EQOLEEBSDASZ Liteon 23FE40 OMS ]
aooooy F.054.5586, 240 Q& OOEQLEEBSDASZ Liteon 23FE40 OM=s Z ID0=22
+|
pata Link Control CDLC)
Destination OOEQOLEBSDASZ [Ho wendor MWame. - BSDASZ2] [ODEQLEESDASZ]
Source O0AQZZ22FE4D LITE-OM COMMUNICZATIONS, IMZ. - 2ZFE40 Liteor
EtherType 00500 [Internet Protocol (IFP1]
Internet Protocol CIP)
version/Header Length |0=4t
0100 .... version 4
0101 20 bytes - Header Length
Twpe of Serwice O=00
Hex
nooo: o0 E0 1E BE DA #2 o0 A0 o 23 FE 40 [(ENEEE4c oo La. i I#E@_!E.
oo10: oo 4 22 0% 00 00O 80 11 AF FFy CO A2 02 0A AB 45 SHUO Gt .. %E
oozo: oz BEF 00 5% 00 8% 00 3A 0 9% %F 83 21 01 Qo 00 01 P | R
oozo: 0o ao Qo oo 00 o0 20 45 43 45 40 45 42 43 4F 45 | ... . EZEMEEBZOE
o040 44 45 50 45 4E 43 41 43 41 43 41 43 41 43 41 43 OEFE M A A A A Az
ooco: 41 43 41 43 41 41 41 00 00 20 00 01 &F &7 47 13 ACAZAMN. . L. g.3.

Notice in the above example the EtherType is 0x0800. This indicates that it is an IP packet. Notice
the MAC addresses for both the Destination and Source hosts as well as where that data is stored in
the HEX display.

In the same example, the next section in the middle window is the User Datagram Protocol (UDP)
information, which includes the UDP port numbers.
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User Datagram Protocol (UDF])

SOource Part 137 [METEIOS Mame Serwicel
Destination Port 127 [HETEIOS Mame Serwice
Length L& bytes

Checksum 0x3937 (Correct)

[E0 bytes of data]

The structure of the middle window changes for each type of packet.

Take a few minutes to select different packet types in the top window, and then look over the
resulting display in the other two windows. Pay particular attention to the EtherType, any port
numbers, as well as source and destination addresses, which include both MAC and network layer.
There should be RIP, OSPF, and RTMP or AppleTalk packets in the capture. Make sure that the
important data can be located and interpreted. In the following RIP capture, notice that this is a RIP
version 2 packet. The multicast destination address is 224.0.0.9,and that the actual route table
entries can be seen. What would the multicast destination address be in version 1?

Source Address 192.168.3.1
Destination Address 2z24.0.0.9 [RIFZ_Router]
[72 bytes of data]

User Datagram Protocol (UDP)
Source Port czo [Routing Information Frotocoll
Destination Port czo [Routing Information Frotocoll
Length 72 bytes
Checksum O=E192 [Correct]

[&4 bytes of data]
Routing Information Protocol

Caormmand 2 [ Routing Response ]

Yersion 2 [ RIPZ 1

unused oo

Routing Info Addr Family: 2  IF ), Route Tag: 0, Addr:l1%z.16%.0.0, Subnet Mask:255.255.255.0, Mext Hop:o.0.0.0, Metric:l
Routing Info Addr Family: 2  IF ), Route Tag: 0, Addr:1%z.16%.9%0.0, Subnet Mask:255.255.255.0, Mext Hop:o.0.0.0, Metric:l
Routing Info Addr Family: 2  IF ), FRoute Tag: 0, Addr:1%z.16%.9%1.0, Subnet Mask:255.255.255.0, Mext Hop:o.0.0.0, Metric:l

If there are any CDP packets, figure out the platform. The following is from a Catalyst 1900 switch.

variable Type o=x0o0o0é (Flatform)

Vvariable Length 14

Flatform

no2o: oo o0 01 01 01 CC 00 04 <0 A% 01 &4 00 02 00 06 | ..., I A de...
no40: 31 32 00 04 00 0O OO0 OO0 00 04 00 O 00 09 56 38 I T WE

00s0: zE 20 20 oo os o0 oE EEN B
noe0: =~ =B &0 39

Experiment until comfortable with the tools.

Step 6 Save the captured data

To save captured data, use the Save Capture n button or choose File | Save Capture from the
menu system. Depending on the version of Protocol Expert or Inspector that is being used, the File
menu may offer "Save Current Section" instead of "Save Capture". Accept the All option by using
the Continue button. The student can save just a range of captured frames with this window.

Save Options

Save Range -
Continue

Cancel
" Fram Frame D # I':I Ta 247

4l
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Use a proper file name and store the file on the appropriate disk. If the CAP extension is showing
when this window opens, make sure it remains after typing the name.

Save jn: |a New Chapter 2 [old Ch 3) | = 5 ER-

_IHold - Drafts
[ old Chapter 3 Labs
Labz-2 PI Lab.cap

File name:  [Bob.cap Save I
Save as bype: IEaptured Filez [*.cap) j Cancel |
A

Use the Open Capture File button and open the file called Lab3-2 Pl Lab.cap. If it is not
available, then open the file that was just saved.

The student is now using the Capture View of Capture Files. There is no difference in tools, but the
title bar at the top of the screen indicates that a file is being viewed rather than a capture in memory.

Step 7 Examine frames

Select a frame in the top window and try the M KM 4> HHM buttons. The arrows by

themselves move up or down one frame. The arrow with single line is top or bottom of the current
window, while the arrow with two arrows is the top or bottom of the entire list. The arrow with the T
also moves to the top of the list.

ospf v || H
Use the Search P J|—+ buttons to perform searches. Type text like OSPF in the list
box. Then click on the binoculars, and it will move from one OSPF entry to the next.

Experiment until comfortable with the tools.

Reflection

a. How might this tool be used in troubleshooting?

b. Is all of the data on the network being analyzed?

c. What is the impact of being connected to a switch?
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Appendix: Pl Toolbars
Protocol Inspector Toolbar

The Save button saves The Name Table button opens the Name Table
the current contents of dialog box for editing the current name table or
the capture buffer to a file. for savingfloading a name table to/from a file.

S|R|=] 2| ?

The File button opens The Print button prints The Help button
a Capture file. the contents of the displays the help
current view. contents.

Module Toolbar (Summary View)

The Capture Mode button The Load Filter button opens a
places the currently selected dialog box to select a capture filter
resource in capture mode. for the currently active resource.
The Start button The Transmit Mode button The Transmit Load button opens a
starts the selected places the currently dialog box to select a transmit
maodule. selected resource in specification or a capture file for
transmit mode. transmission.

|
|| Z|E & 5] *E

The Monitor Mode button The Unloa||:l Filter button
activates the monitor disables the capture
functions for the currently filter for a module in
selected resource. capture mode.

The Stop button stops a The Detail View button

module that is currentty brings up Detail View for the

capturing, monitoring, andior currently active resource.

transmitting packets.
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Detail View Toolbar

The Save button The Capture Mode Capture Filter button displays The Transmit Specification The Help
saves the current button places the the Capture Filter window. button a dialog box button
contents of the currently selected The window displays a to select a transmit displays
capture buffertoa resource in capture previously opened filter or the specification or a capture the help
file. mode. default fitter. file for transmit. contents.
The Stop button stops
a module that is The Transmit Mode The Unload Filter button The Alarm List and Log
currently capturing, button places the disables the capture Button opens a table
monitoring, andfor currently selected filter for a module in showing all alarm groups
transmitting packets. resource in Transmit capture mode. assigned to this resource.

mode.

I |
W || [T EE

| =[] meh| e le| =X 2]

The sLn button ‘ The Display Filter Button The Lame Table button
starts the selected E;;ﬂf m""o?,":,;",‘“’“ displays the Display opens the Name Table
module. (“Arm”) viewing captured Filter window containing dialog box for editing the
information including the previously opened current name table or for
protocol decodes. filter or the default filter. savingloading a name
table toffrom a file.
The Print button prints The Monitor Mode button The Load Filter button brings The Transmit from Buffer
the contents of the activates the monitor up a dialog box to selecta Button lets you select a
current view. functions for the currently capture filter for the currently capture file and then load the
selected resource. active resource. capture file for transmission.
Data Views Toolbar {Mote: Only some of these views are available with GMM cards)
The MAC Statistics The Utilization/Error The Host Matrix button The Address Map button  The Refresh
button shows packet View (Tx) button shows shows captured shows associations button updates the
and error counters, plus  utilization and the information including between station names  information in
module status number of errors over conversations between and addresses. all open views.
information. tirme. MAC stations.
The Protocol Distribution The Network Layer Host The Application Layer The Expert View button
button shows a chart of Table button shows Matrix button shows shows all expert
the distribution of major Network (IPIPX) stations conversations between 5“$”;*T and
protocols and and their traffic. applications. counters of exp
applications. symptoms. (Protocol
Inspector Pro only)

| I
B|= | |m|7| |3

| |
3| zclsslael wlS=|me|m| O

The Frame Size The Host the button The Network Layer Matrix The Duplicate Address

Distribution button shows MAC stations button shows all network button shows duplicate IP

shows the distribution and their traffic. conversations for IP and or IPX addresses. (Only in

of frame sizes. IPX traffic. {Protocol Inspector Pro)
The Utilization/Error View The Application Layer The VLAN button shows The Application Response
(Rx) button shows Host Table button network traffic on virtual Time button shows minimum,
utilization and number of shows network station LANS. maximum, and average
errors over time. traffic by application. application response times.

(Protocol Inspector Pro only)
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Create/Modify Filter Toolbar

The Save button saves the
contents of the current Filter
to afile. The Settings button brings up a dialog
box to set the post trigger buffer
The Create button The Disable Filter ~ Position for capture filters.
creates a new filter. The button disables the
default filter appears in current filter.

the window.

B |=(@| ¢|#(=s]

The Load Filter button applies
the current capture or display
filter.
The mmhbg The State Window button brings up the
mnpa dﬁlsplays to select mﬂndﬂwtu create mulit-state logic
the file. )
State Toolbar
The Save button saves the The Show/Hide Detail
contents of the current Filter button shows or hides the
window to a file. details of the current filter.
The Create button The Cut button cuts the The Disable Filter button disables the
creates a new filter. The selected State or ELSEIF current filter. For capture, subsequent
default fitter appears in statement. (Inoperative for starting of the module will capture all
the Filter window. other statements.) packets (use default filter).
u + =
ElEEIEHERSREIEEERE
The Print button prints The Load Filter button uses the
the contents of the Filter contents of the Filter window as
window. the filter for all views.
The Open button The Add button adds a new level if an The Help
opens a filter. A dialog ELSE statement or ROOT staterment is button displays
box displays to select selected. Adds a new ELSE IF statement the help
the file. if a State or an IF statement is selected. contents
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Capture View Toolbar

The Open File The Search button starts a search of The Print button prints the
button opens a the capture file contents for the string currently selected lines in
capture file. indicated in the Search box (at left). the summary pane.
~u ’
=[] | a BENESNE]
The Save File button The Search box lets you specify The Copy button displays (ASCIl text)
saves the current a search text string. Press the the contents of the Summary pane,
contents of this Search button (at right) to start then copies selected text for pasting
view to a file. the text string search. into other documents.
The Navigation buttons The Stop Load button
let you navigate around stops background loading
the capture file. of the capture file.
' |
I 1
[
IH|H|+I|}|H|HI||IT| (5],
The Go To Trigger button The Resume Load
moves you to the Trigger Buffer button resumes the
Position in the capture file or, if background loading of
no Trigger Buffer Position is set, the capture file to
to the first captured frame. Capture View.
The Network Layer Host Table  The Application Layer Matrix The Expert View shows all
button shows captured button shows captured expert symptoms detected and
information by Network (IP/ information sorted by counters of expert symptoms.
IPX) stations. application conversations. (Protocol Inspector Pro only)
The Protocol Distribution The Host Matrix button The Address Map button
View button shows a shows captured shows associations
chart of the distribution of information sorted by between station names
major protocols and conversations between and addresses.
applications MAC stations.

| |
= | b |=8)m| 28] 3| 55 | 28| B | ) e |

The Frame Size
Distribution View
button shows the
distribution of frame
sizes,

The Host Table button selects The Network Layer Matrix button
shows captured information sorted

shows captured information
by network conversations for IP

sorted by MAC station.

The Application Layer
Host Table button
shows captured
information sorted by
application.

and IPX traffic.

The VLAN n
shows network traffic
on virtual LANs. Cisco's
ISL protocol is the only
VLAN recognized.

The Application Response
Time button shows minimum,
maximum, and average
application response times.

{Protocol Inspector Pro only)

The Duplicate Address
button shows duplicate IP or
IPX addresses. (Protocol

Inspector Pro only))
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Function Keys

Function keys perform different operations within different Protocol Inspector views.

Function Key | Summary View Detail View

F1 Help Help

F2 System Settings Capture \iew Display Options
F3 Module Settings Module Settings

Fd Module Monitor View Preferences Create Display Filter
F5 Connect to Remote Create Capture Filter
F& Load Capture Filter Load Capture Filter
F7 Open Capture File Expert Summary View
F8 Save Capture Save Capture

F9 Go to Detail View Capture View

F10 Start/Stop Start/Stop

F11 N/A M/A

F12 N/A MN/A

Other Keyboard Shortcuts...

Key Combination Action

Alt + F4 Close Window
Ctrl+ O Open

Ctrl+ 5 Save

Ctrl+T Start Module
Ctrl+ P Stop Module
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